Critical Certifications
that Protect Your Company’s Data

DATAMATX has implemented what is considered the tightest data and privacy

controls in the industry with the certifications to prove it.

HITRUST CSF

HITRUST

CSF Certified

Achievement of the HITRUST CSF® Certification demonstrates that an organization is adhering
to the highest information security standards. The HITRUST Common Security Framework

provides a mechanism for companies to address rigorous HIPAA standards. HITRUST CSF is
also mapped to several other security frameworks, like NIST, PCI, CIS and GDPR.

Some security frameworks allow businesses to address multiple security requirements using
a single certification. The HITRUST Common Security Framework is a great example of this
“assess once, report many" approach to certification.

PAYMENT CARD
INDUSTRY

(PCI DSS 3.2) &
PENETRATION
TESTING

COMPLIANT

Companies that accept credit card
payments should maintain PCI
certification. Overseen by the Payment
Card Industry Security Standards
Council (PCI SSC), PCI certification
requires businesses to meet stringent
requirements, including change
management processes, continuous
monitoring and maintaining seven
critical security controls throughout
the year.

FEDERAL
INFORMATION
SECURITY ACT
(FISMA)/NIST
800-53 &

PUB 1075
COMPLIANCE

The Federal Information Security
Management Act (FISMA) is a United
States federal law that made it a
requirement for federal agencies and
contractors to develop, document, and
implement an information security and
protection program. Requirements
include maintaining an up-to-date
system inventory, data categorization,
selection and implementation of NIST
security controls, development of a
System Security Plan, continuous
monitoring and conducting annual
risk assessments.
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SOC 2 TYPE 2

SOC (System and Organization Controls)
2 Type 2 is issued by independent
certified public accountants to ensure
service providers securely manage
customer data. SOC 2 evaluates service
providers based on the following
principles: security, availability, processing
integrity, confidentiality and privacy.

Maintaining multiple certifications ensures that the service provider you choose engages in a process of continuous improvement

and address any gaps in their security programs. At DATAMATX, protecting our clients’ data is a top priority. Our successful
completion of SOC 2 Type 2 and HITRUST CSF, along with our compliance with FISMA NIST 800-53 and PCI-DSS, allows our clients to
have complete trust that their data is appropriately and effectively safeguarded within our facility at all times.

Let's Talk!
Call 800-943-5240

www.datamatx.com

DATAMATX

FROM DOCUMENT DESIGN TO SECURE DELIVERY = ‘ ( = )



